
10Migration: overview
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Side scenarios:
1. Kaspersky Next EDR Expert – if 

the customer only requires EDR
2. Kaspersky XDR Core – if the 
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12Migration: Kaspersky Endpoint Security for Business

• Easy-to-use cloud console
• Root cause analysis
• Cloud discovery

• Easy-to-use cloud console
• Essential EDR capabilities
• Cloud protection
• Data discovery
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13Value: Kaspersky Endpoint Security for Business Select

Gain flexibility of on-prem or cloud, and Pro or Expert view –
according to your needs. Discover evasive threats and 
unauthorized cloud usage to further enhance your security.

Why Next?

• The ability to use a quick and flexible cloud console - Pro 
view

• The ability to use the cloud console starting from 10 users

Operations

• Root cause analysis – learn the nature and scope of 
the threat and dip into EDR

• Cloud discovery – monitor cloud service usage in 
your company

• Hardware and software inventory (in Expert view)

New features
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14Value: Kaspersky Endpoint Security for Business Advanced

Discover dangerous evasive threats and respond to them 
quickly and efficiently with EDR capabilities.
Secure your cloud services and MS Office 365 apps.

Why Next?

• The ability to use a quick and flexible cloud console - Pro 
view

• The ability to use the cloud console starting from 10 users

Operations

• Cloud discovery – monitor cloud service usage in your 
company

• Cloud blocking – block unauthorized cloud usage

• MS Office 365 security – secure key Microsoft apps like 
OneDrive, Teams, etc.

• Data discovery – find out where your sensitive data lives

• Root cause analysis – learn the nature and scope of the threat

• IoC scan – discover traces of hidden threats across your 
endpoints

• Automated response – respond to threats rapidly before they 
cause any damage

New features
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15Migration: Kaspersky EDR

• Easy-to-use cloud console
• Cloud protection
• Data discovery 

and MS Office 365 security
• Security training for IT

• Cross-asset scenarios
• Alert aggregation
• Incident workflow
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16Value: Kaspersky EDR Optimum

Secure your cloud services and MS Office 365 apps and 
empower your IT staff to assist with security tasks via training.

Why Next?

• The ability to use a quick and flexible cloud console - Pro 
view

• The ability to use the cloud console starting from 10 users

Operations

• Cloud discovery – monitor cloud service usage in your 
company

• Cloud blocking – block unauthorized cloud usage

• MS Office 365 security – secure key Microsoft apps 
like OneDrive, Teams, etc.

• Data discovery – learn where your sensitive data lives

• Cybersecurity training for IT staff – train your IT staff 
to detect and report signs of threats to further 
increase security and efficiency

New features
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17Value: Kaspersky EDR Expert

Move up from EDR to XDR – cover your infrastructure and 
cross-correlate events for ultimate security

Why Next?

• Integrate with third-party security tools

• Automate response with playbooks

• Efficient workflow with case management

Operations

• Cross-asset correlation – real-time correlation of 
events from different sources

• Advanced detection – detection from multiple data 
sources

• Extensive investigation – investigation graph over 
multiple hosts in a single incident

• Investigation graph - streamline investigation and 
response by joining data from different systems on the 
same canvas

• Cloud protection – data discovery, cloud monitoring 
and blocking, security for MS Office 365 in Pro view

New features
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Please note: you can purchase Kaspersky Next EDR Expert separately, licensed by users (as opposed to 
Kaspersky EDR Expert, licensed by nodes)



18Migration: Kaspersky Endpoint Security Cloud

• Ability to use Expert view
• App, web, device control
• Root cause analysis
• BadUSB prevention

• Ability to use Expert view
• App control
• BadUSB prevention

• Ability to use granular 
Expert view console 
(cloud or on-premise)
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19Value: Kaspersky Endpoint Security Cloud

Kaspersky
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Cloud

Strengthen endpoint controls and dip into the 
beginnings of EDR with root cause analysis.

Why Next?

• The ability to use cloud and on-prem Expert view

• Can be used for over 2500 users in Expert view

Operations

• App, web, device controls to effectively reduce 
the attack surface

• BadUSB attack prevention: prevent malicious 
USB emulating a keyboard from connecting

• Root cause analysis: find out if there’s more to a 
threat that first meets the eye

• Hardware and software inventory:* get insights 
into every asset and detect outdated software

New features

* Available in Expert view



20Value: Kaspersky Endpoint Security Cloud Plus

Strengthen endpoint controls and expand your 
protection as your user count grows.

Why Next?

• The ability to use cloud and on-prem Expert view

• Can be used for over 2500 users in Expert view

Operations

• Application control to effectively reduce the 
attack surface

• BadUSB attack prevention: prevent malicious 
USB emulating a keyboard from connecting

• Hardware and software inventory:* get insights 
into every asset and detect outdated software

Please note: with this switch, the customer won’t have access to 
Security for MS Office 365 and Cloud Blocking features. If the 
customer requires them, we recommend migration to Kaspersky Next 
EDR Optimum.

New features
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* Available in Expert view



21Value: Kaspersky Endpoint Security Cloud Plus

Strengthen endpoint controls and expand your 
protection as your user count grows.

Why Next?

• The ability to use cloud and on-prem Expert view

• Can be used for over 2500 users in Expert view

Operations

• Added EDR features: IoC1 scan and response

• Application control to reduce the attack surface

• BadUSB attack prevention: prevent malicious USB 
emulating a keyboard from connecting

• Install OS and third-party applications:* create and 
deploy OS images, Kaspersky and third-party apps

• Hardware and software inventory:* get insights into 
every asset and detect outdated software

• SIEM integration:* event export via Syslog, CEF/LEFF

• Encryption* of hard disks, files and removable devices 
with proprietary technology

New features

* Available in Expert view | 1 Indicator of compromise
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22Value: Kaspersky Endpoint Security Cloud Pro

Gain granular controls with Expert view and set your 
security infrastructure up for future updates.

Why Next?

• The ability to use cloud and on-prem Expert view

• Can be used for over 2500 users in Expert view

Operations

• Install OS and third-party applications: create and 
deploy OS images, Kaspersky and third-party apps

• Hardware and software inventory: get insights into 
every asset and detect outdated software

• SIEM integration: event export via Syslog, 
CEF/LEFF

• Encryption of hard disks, files and removable 
devices with proprietary technology

New features*

* Available in Expert view
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24Management options

Kaspersky Next

EDR Foundations
Kaspersky Next

EDR Optimum
Kaspersky Next

XDR Expert

Cloud management. Pro view 
similar to KES Cloud console

✔
10-2500 users

✔
10-2500 users

-

Cloud management. Expert view
similar to KSC Hosted console

✔
300+ users*

✔
300+ users

-

On premises. Expert view
similar to KSC on-premises console (web or MMC)

✔
10+ users

✔
10+ users

✔
250+ users

* Pro view is recommended for most Kaspersky Next EDR Foundations users, but if you have over 
2500 users or require specific granular control not available in Pro view, you can use Expert view


